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Figure 1: Overview of EMI situation between passenger carried wireless transmitters and aircraft communication

and navigation radio receivers.

Abstract

The use of portable electronic devices (PEDs) on board

aircraft continues to be an increasing source of

misunderstanding between passengers and flight-crews,

and consequently, an issue of controversy between wireless

product manufacturers and air transport regulatory

authorities. This conflict arises primarily because of the

vastly different regulatory objectives between commercial

product and airborne equipment standards for avoiding

electromagnetic interference (EMI). This paper

summarizes international regulatory limits and test

processes for measuring spurious radiated emissions from

commercially available PEDs, and compares them to

international standards for airborne equipment. The goal is

to provide insight for wireless product developers desiring
to extend the freedom of their customers to use wireless

products on-board aircraft, and to identify future product

characteristics, test methods and technologies that may

facilitate improved wireless freedom for airline passengers.

I. Introduction

Beginning with the introduction of the first

commercially available transistor radios decades ago,

numerous analyses have been conducted to address the

potential for portable electronic device (PED) signals to

interfere with airborne equipment. The most authoritative

studies were performed by the RTCA in 1988 (RTCA DO-

199 [1]) and 1996 (RTCA DO-233 [2]). These reports and

subsequent publications commonly agree that the potential

for interference is real, but infrequent [1-7]. The RTCA

reports are the basis for current regulatory and advisory

guidance from the Federal Aviation Administration (FAA),

in the United States (US) [8,9]. Both RTCA reports

identified the most likely source of EMI from PEDs to be

their spurious radiated emissions into aircraft

communication and navigation radio frequency bands.

Both RTCA reports focused primarily upon the threat from

unintentional transmitters, while recommending

prohibition of intentional transmitters (citizens band,

cellular, etc.) from operating during flight.

The explosive proliferation of wireless voice and data

products, and the increasing reliance of travelers upon



them,createsaserioussafetyconcernforairlinesandthe
FAA. Wirelesstransmittersare increasinglybeing
integratedintomultifunctionpackages,oftenmakingit
difficultforflightcrewsandpassengerstoidentifythemas
intentionaltransmitters.Thus,theweakestaspectof the
RTCAanalyses,spuriousradiatedemissionsofpassenger
wirelesstransmitters,iswherethereisthefastestemerging
threatto criticalaircraftnavigationandcommunication
radiofrequencybands.

Mostnew-technologywirelesstransmittersincorporate
spread-spectrumtechniquesand/ortransmit-power-control
for improvedsignalquality,rangeandcapacity.These
techniquestendto reducethepotentialfor interference
betweendevices,aswellastonearbyequipment.Because
of this,it is reasonableto suspectthat certainnew-
technologytransmittersmaybenomorethreateningto
aircraftsystemsthanunintentionaltransmitters(which
passengersmaylegallyuseonboardaircraft,withsome
restrictions).

Today'swirelesstechnologycustomersexpecttheir
PEDstobeincreasinglyinteroperable,reliableandsafeto
use,wherevertheymaybe. Asairplanepassengers,they
alsohavea veryreasonableexpectationthattheywill
arrivesafelyanduneventfullyattheirdestinations.NASA
LangleyResearchCenterhasbeenworkingwith the
FederalAviationAdministration(FAA),airlinesand
universitiestogeneratetechnicaldata,identifyoperational
factors,andevaluatepolicychangesthatmayimprove
wirelessaccessibilityaboardaircraft,withoutadversely
impactingsafety.

Figure1 providesa generalEMI descriptionas it
appliesto thisproblem.AnyEMIsituationrequiresa
source,pathandsusceptiblevictim.Aircraftpathlossis
definedastheradiatedfieldattenuationbetweena PED,
locatedin thepassengercabinof anaircraft,to theRF
connectionofaparticularcommunication/navigationradio
receiver,viaitsantenna.Forpassengerwirelessonboard
aircraft,themosttroublesomeEMIsituationoccurswhena
portabletransmitteremitsspurioussignalsintoaircraft
communicationandnavigationfrequencybands.This
paperwill identifyregulatory/industrystandardsfor
spuriousradiatedemissionsfrom portablewireless
transmitters,andcomparethemto airborneequipment
standards.Thegoalis to provideinsightfor wireless
productdevelopersdesiringtoextendthefreedomoftheir
customerstousewirelessproductson-boardaircraft,andto

identifyfutureproductcharacteristics,testmethodsand
technologiesthatmayfacilitateimprovedwirelessfreedom
forairlinepassengers.

II. Product Standards for Spurious Radiated

Emissions

Commercial Products

In the US, the Federal Communications Commission

(FCC) provides guidance for allowable signal emissions

from consumer devices. These are published and available

on the Internet, in the US Code of Federal Regulations

(CFR), Title 47 "Telecommunication". Within Title 47,
there are numerous "Parts" and "Sections" that address the

full range of available product types. For example, to find

guidance on spurious radiated emission limits for

unlicensed, unintentional transmitters, FCC Part 15,

Section 109 (or FCC 15.109) should be referenced. (Title

47 is implied by the "FCC" designation.) FCC 15.31

"Measurement Standards" specifies IEEE/ANSI C63.4 [ 10]

as a measurement method for testing intentional and

unintentional radiators. Table 1 identifies FCC regulations

addressing spurious radiated emissions from several device

types that passengers typically carry aboard aircraft.

In Europe, the International Electrotechnical

Commission (IEC) provides guidance for allowable signal
emissions from consumer devices. Measurement methods

and test limits are provided in the IEC CISPR 22

publication. To promote free trade and facilitate

technology transfer across international boundaries, the US

and European Union (EU) have Mutual Recognition

Agreements (MRA) which harmonize measurement

processes and test limits for spurious radiated emissions.

Most other nations recognize or adopt either the US or EU

requirements.

In any case, these product standards address devices

intended for use in residential, commercial, industrial or

business environments. Both the US and EU further

designate "Class A" and "Class B", where Class A devices
are not intended for use in residential environments. Most

consumer products are certified to the more rigorous Class

B requirements. Table 1 provides a summary of spurious

radiated emission limits for all common PEDs, including

wireless voice and data transmitters (like wireless phones

and LANs). It can readily be seen that there are numerous



differentcriteriafor spuriousradiatedemissionsfrom
consumerdevices.Somearedefinedin termsof electric
fieldintensity(gV/m,dBgV/m),andsomein termsof
power(dBm).Inaddition,manyoftheguidelinesutilize
differentprocessesformeasuringmaximumamplitude.(ie.
Peak,Quasi-Peak,power,maximumpeakoutputpower,
meanpower).CISPR22statesthat"thesignificanceofthe
limitsshallbethatonastatisticalbasisatleast80%ofthe
mass-producedequipmentcomplywiththelimitswithat
least80%confidence."Clearly,thereismuchroomfor
uncertaintyin quantifyingemissionsfrom consumer
_roducts.
Standard
FCC
15.109
_21assB

FCC
15.209

FCC
22.917

FCC
24.238

[EC
2ISPR22

3SM
1.10

_luetooth
.1

Applicability
Unlicensed
Unintentional

Transmitters

Unlicensed

Intentional
Transmitters

Cellular Wireless
Phones

PCS Wireless

Phones

Family Radio
Service

Information.

Tech. Equip.,
Unlicensed
Transmitters

GSM Wireless

Phones

Bluetooth Radio

Specification

Limits

g8 - 216 MHz: 150BV/m

216 - 960 MHz: 200BV/m
> 960 MHz: 500BV/m
All meas. @ 3 meters)

g8 - 216 MHz: 150BV/m
216 - 960 MHz: 200BV/m

> 960 MHz: 500BV/m
All meas. @ 3 meters)
_0 kHz or more from carrier

frequency:
¢3 + 10log(P) dB

Outside licensee frequency
block:

¢3 + 10log(P) dB

Outside assigned frequency
segment more than 1250 kHz:

¢3 + 10log(P) dB
30 230 MHz: 30 dBBV/m
230 1000 MHz: 37 dBgV/m

All meas. @ 10 meters)

30 - 1000 MHz: -36dBm

1 - 4 GHz: -30dBm
1717 - 1785 MHz: -36dBm

(for DCS1800)

30 - 1000 MHz: -36dBm

1 - 12.75 GHz: -30dBm
1.8 - 1.9 GHz: -47dBm

5.15 - 5.3 GHz: -47dBm

Table 1: Summary of certification standards for
commercial product limits for spurious radiated emissions.

are not directly stated in the US CFR (as with the FCC

limits for consumer devices). Instead, 14CFR91.21 states

that PEDs "may be used if the aircraft operator has

determined that they will not cause interference with the

navigation or communication system of the aircraft on

which it is to be used"[8]. Further guidance is provided by

Advisory Circular 91.21-1A, which states that designing

and testing PEDs in accordance to RTCA/DO-160D [11]

may constitute one acceptable method allowing their

operation on board aircraft [9].

RTCA/DO-160D, Section 21 contains measurement

procedures and test limits to determine whether electronic

equipment emits excessive RF signals when installed in a

particular location. The requirements are "harmonized"

with EUROCAE ED-14 [12], and therefore technically

identical, and acceptable to Europe's Joint Aviation

Authorities (JAA). Various equipment categories are

defined in terms of location and separation between the

equipment and aircraft radio antennas. The two categories

applicable to potential PED locations are as follows:

Category_ M: Equipment and wiring located in

passenger cabin and cockpit, not directly in view of
aircraft radio receiver antennas.

Category_ H: Equipment and wiring located directly
in view of aircraft radio receiver antennas.
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Figure 2: Spurious radiated emissions limits, at 1 meter
distance, for airborne equipment, RTCA/DO-160D,
Section 21.

Airborne Equipment (Civil)

In the US, the FAA provides guidance for allowable

signal emissions from aircraft electronic systems. These

While Category M appears to most directly address the

situation of PEDs in the passenger cabin, the fact that such

devices are mobile allow their positioning in optimal



couplinglocationswithinthepassengercabin.It isnot
uncommonforaircrafttohavenav/comantennasplaced
lessthan2 metersawayfromwindowsanddoorexits.
Figure2showstheemissionslimitsforRTCA/DO-160D
CategoryM andH. It shouldbenotedthatequipment
installedinaircraftdesignscertifiedpriorto 1997maynot
berequiredtomeetRTCA/DO-160Dlevels,howeverthe
RTCA/DO-160Dlevelsaregivenhereasanindicationof
themostrecentassessmentof safelimitsfor airborne
equipment.It is theauthor'sbeliefthattheDO-160D
CategoryHlimitsarethemostapplicableforensuringnon-
interferencewithaircraftradios.

In summary,it is importanttonotethatthegoalsand
intentionsbehindcommercialandairborneequipment
standardsareentirelydifferent. Commercialproduct
standardsaremostlyconcernedwith interoperability
issues,whereasairborneequipmentstandardsareprimarily
concernedwith flight safety.Becausethelimitsare
specifieddifferently(btV/m,dBbtV/m,dBm),additional
analysisisrequiredtoaddresstheircomparability.

III. Conversion Between V/m, gV/m, dBgV/m

and dBm for Emission Standards

FCC Part 15 and IEC CISPR22 provide spurious

radiated emission limits in terms of Electric Field Intensity

(E) at a given distance. The basic units of E are

Volts/meter (V/m), however because the radiated emission

limits are so low, units of either btV/m or dBbtV/m are

specified as follows:

_tV/m = V/m" 10.6 (1)

dBbtV/m = 201og[V/m • 10 -6] (2)

Limits for spurious radiated emissions from intentional

transmitters are usually specified as maximum output

power (P) levels at the antenna connector. The basic units

of P are Watts, however, again because the radiated

emission limits are low, units of dB relative to 1 milliwatt

(dBm) are typically specified as follows:

dBm = 10log[P/0.001 Watt] (3)

It is possible to convert between field intensity and

radiated power, if specific boundary conditions are

specified. For example, if a "free space" environment is

assumed (ie. no reflections or electromagnetic variation in

properties from nearby environment), Equation (4) can be

used to compare E and P. See Figure 3.

p = [E 2 .47zR_ • G]/1207z (4)

where

P Power applied at antenna connector. (Watts)
E Electric field Intensity as specified in a plane a

distance R from the antenna. (Volts/meter)
R Distance between point at which Electric Field

Intensity is measured/computed and point of
antenna radiation. (meters)

G Directive Gain of antenna over an isotropic
antenna.

Antenna

,,,,,,,,,J
p-_

Electric Field
Measurement
Plane

R

Figure 3: Diagram for relationship between applied power

(P) to an efficient antenna to the electric field intensity (E)
at some distance (R) away.

Expected Maximum Directivity

Equation (4) addresses the E and P relationship, at

some distance, for an antenna. It is important to note that

the Table 1 limits are specified for unintentional spurious

radiated emissions, where the antenna is inadvertent, with

unknown gain characteristics. It is therefore necessary to

make assumptions about the directive Gain characteristics

of various PEDs. Antenna Gain is defined the product of

Directivity and Efficiency:

G = eD (5)

e = Efficiency.
D = Directivity

Directivity is the ratio of the radiation intensity in a

given direction from the antenna to the radiation intensity

averaged over all directions [13]. Efficiency (e) varies

from 0 to 1, and accounts for mismatch and loss.



If theemissionlimitsfromTable1,specifiedinP,are
to beconvertedto E (atsomedistance)theout-of-band
efficiencyandDirectivityof theantennaneedsto be
estimated.Unfortunately,specificantennadesignsarenot
mandatedbyregulatorystandards.Anotherapproachisto
convertemissionlimitsspecifiedinE,atsomedistance,to
P. Thisapproachprovidestheactualradiatedpower,
whichallowsustoassume100%efficiency,evenfroman
unintentionaltransmitter.

To estimateD for unintentionaltransmitters,a
statisticaltheorydevelopedto quantifyuncertaintiesfor
radiatedemissionmeasurementsperformedin anechoic
chamberscanbeapplied[14].Foradevicewithmaximum
overalldimensionof 15cm(typicalwirelessphone),the
expectedmaximumD canbeestimatedwhensampling
overonerotationalplane.SeeFigure4. A one-rotational
planespuriousradiatedemissionmeasurementrepresents
standardpracticeaccordingto IEEE/ANSIC63.4and
CISPR22.If thedevicemaximumoveralldimensionwere
to increasebeyond15cm,thebreakpointfor increasing
directivitywouldoccuratalowerfrequency.

Device T_.Lengrn= 15 cm .... _ ............

10 : : I :
: : : ,

i0 i, i,, ,i I........... i ......

100 200 300 400 500 1000 2000

Frequency, MHz

Figure 4" Expected maximum Directivity over 1 rotational

plane (referenced to isotropic radiator), using statistical
estimates provided by [14].

IV. Commercial Product Standards

Comparison to Airborne Equipment Test

Limits

Applying the conversion equations and directivity

estimates of Section III to the spurious radiated emission

limits of Section II, commercial product standards are

directly compared to airborne equipment qualification

standards in Figure 5.

-100

RTCA DO-160D Category M

RTCA DO-160D Category H

Shaded regions range from isotropic (max. less I

expected 1-rotational plane directive gain (min) for [ !
limits converted from Electric Field Intensity. AS,

VOR, Loealizer, ATCRBS,

VHF Comm. Glideslope (DME)
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Figure 5: Comparison of spurious radiated emission limits from consumer products versus RTCA/DO-160 qualification

limits for airborne equipment. Aircraft radio frequency bands are shown along the bottom frequency scale.



In Figure5, all limitswerenormalizedto radiated
power(P,in dBm). Thisallowsdirectapplicationof
aircraftpathlossandaircraftradioreceiverinterference
leveldata.RTCA/DO-233[2] appliedthisapproachfor
unintentionaltransmitters.Thefigureclearlyshowsalarge
differencebetweenallowablelimitsfor spuriousradiated
emissionsfrom consumerproductsversusairborne
equipment.Thedifferencebecomesalarmingwhen
intentionaltransmitterssuchascellularandPCSwireless
phonesareconsidered.Fortunately,thebuilt-inantennas
ofmosttransmitterswill rejectmostsignalsfromradiating
outsidetheintendedfrequencyband.Devicemeasurements
atNASALangleyResearchCenterhaveshownthattypical
wirelessvoiceanddataproductsradiatespurioussignalsin
aircraftradiobandsat levelsfar belowcommercial
standards.Whilethisiscomforting,thebestapproachfor
PEDusagepolicymustrelyon"allowable",ratherthan
"typical"emissionslevels.

V. Bringing Wireless On-Board- What Needs

to Be Done?

The preceding analysis demonstrates that commercial

spurious radiated emission standards are not intended to

provide protection to aircraft communication and

navigation radio frequency bands. In order to bring the

promise of new wireless freedom to tomorrow's airline

passengers, it will be necessary to modify existing

regulatory policies and develop technology solutions. The

RTCA PED studies recommended special classes of

"airworthy" products and/or more rigorous government

standards for all products. This author also recommends

early adoption of more rigorous industry standards for

emerging technology (ie. 3G & Beyond), and development

of new technologies to facilitate the regulatory process.

Technology solutions could include systems to detect

unauthorized devices, schemes for remote power control of

passenger transmitters, and documentation of common

product failure modes that could result in increased

radiated emissions in aircraft radio frequency bands.
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